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This document was written by The Prime Minister’s Office – Israel 
National Cyber Directorate for the public’s benefit. The document 
contains profiling recommendations and requirements for IR and 
cyber crisis management teams.  The document is a professional 
expanded edition of the Doctrine of Organizational Cyber Protection 
for crisis preparedness and management, written by the INCD. It is 
recommended for all organizations in the Israeli economy to raise 
their level of immunity in the field of cyber. The document was written 
for: organization management, information security consultants, 
network administrators, infrastructure staff and implementers, business 
and functional continuity professionals, and the general public. The 
document addresses everyone in the economy and uses masculine 
terms for convenience only.  Comments on the document can be sent 
by email to preparedness@cyber.gov.il
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a.  In recent years, cyber incidents have become 
fairly common in Israel and worldwide. The 
incidents occur in all types of organizations – 
from the smallest to the level of entire sectors 
and critical infrastructures - and they can 
affect the whole country.

b.  The complexity of the incidents and the 
growing sophistication shown by attackers, 
who use advanced technologies, oblige 
defenders to act in a range of areas – law, 
public image, business and of course 
technology. Organizations need expertise 
on content, tools and technologies to deal 
with threats. Without a skilled, professional 
and appropriate response, cyber threats can 
spread, penetrate further into the organization, 
and even spread to other organizations. 

c.  Past incidents worldwide show that the 
effect of cyber crises on stock valuations 
depends, among other things, on how the 
crisis is managed. As a rule, cyber crises 
have a temporary effect on stock valuations, 
but organizations that managed them 
professionally contained the effects and 
limited the long-term damage.

d.  The cyber crisis management team is 
a team whose purpose is to minimize the 
organizational damage caused by a cyber 
crisis. The team operates in a range of areas 
– communications, law, functional continuity, 
technology and more. 

1 The term IR – Incident Response is used in various ways in Israel and elsewhere. In this document, IR team refers only 
to the technological team of tier 1,2 analysts and sometimes to people with tier 3 capabilities, who provide a response 
to contain the cyber incident in the organization. The broader meaning of the IR team, as a team that manages all legal, 
media, business and other aspects of a cyber crisis, is defined in this document as the “cyber crisis management team”. 
Several companies provide what are called IR services, covering a range of activities – from managing cyber risks, through 
handling a crisis and IR teams, to recovery, business continuity and increasing organizational immunity to further attacks.

e.  The IR team’s purpose1 is to help organizations 
overcome large-scale cyber incidents. The 
teams relay on technological content experts, 
who must comply with defined requirements 
of processes and of resources.

f.  The IR teams may be an integral part of the 
organization, or part of an external service, 
according to the organization’s risk analysis 
and its ability to provide the resources and 
budgets needed to establish and run the 
team. Team members must approach cyber 
incidents with professional knowledge and 
tools to provide support and assistance on 
matters of monitoring, identifying, investigating 
and responding to events as they occur.

g.  During a crisis, the powers of the crisis 
management team and its close contacts 
with elements inside the organization (e.g. 
HR, operations, risk management, legal 
adviser, spokespersons etc.) and outside 
the organization (CERT, regulators, national 
stakeholders, content experts providing 
assistance, etc.) are of the utmost importance.

Preface
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This document gives important recommendations to organizations in the Israeli economy on building 
a cyber crisis management team, its work relationships, and the main requirements for a skilled and 
professional IR team - a field that requires previous knowledge, training, tools, work processes and a 
high standard of technologies.

This document is an addition to the National cyber concept for crisis preparedness and management, 
written by the INCD. The National Concept serve as a fundamental basis that defines the principles and 
modes of action on the subject of crisis preparedness and management in the civilian cyberspace2.  

2 https://www.gov.il/en/departments/news/cybercrisispreparedness

Purpose of this 
document
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a. Organizations in the economy

1. Organizations wishing to set up/operate cyber crisis management teams – recommendations for 
implementation.

2. Organizations that wish to set up/hire IR team services:

a. Will gain background and knowledge of tools they can obtain in this framework.

b. Will understand what the organization needs to prepare in terms of processes and information 
for optimal functioning of the IR team.

b. Companies providing IR services:

1. Requirements for compliance with defined criteria to provide a high level of professionalism and 
capabilities and facilitate proper handling of crises.

c. National bodies with cyber responsibilities (for a sector, for example):

1. To facilitate the regulation of IR services for critical infrastructures, for government and other supervised 
entities – minimum requirements for service providers.

2. As part of creating a complete report-and-response line of communications during an incident 
occurring in the area under their responsibility.

Target audiences
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a. According to the National Cyber Concept for 
crisis preparedness and management, and the 
organizational cyber defense methodology3, 
every organization must prepare for cyber 
incidents and define a structured process for 
handling incidents that occur within its sphere 
of responsibility.

b. This process must encompass the 
organization’s policy and its action plan for 
handling a cyber incident. (In accordance with 
the requirements of the defense methodology 
and with how controls are defined, define how 
the organization will respond. The action plan 
must account for tasks, the chain of report, 
and the organization’s capability to respond 
with the tools at its disposal, internal interfaces, 
necessary resources, etc.) 

c. It is advisable to define the reporting process 
for significant cyber incidents, both inside and 
outside the organization. 

. Within the organization, it is important to notify 
someone in management – whether CISO, 
C-Level, legal advisor, or in public relations – 
who will decide whether to summon the cyber 
crisis management team (see below). 

 Outside the organization – reporting as required 
by law/regulations. It is advisable to report 
to the national CERT to obtain preliminary 
information and verify whether the incident in 
the organization is part of a wider incident.

3  https://www.gov.il/BlobFolder/generalpage/tohag-dir/he/Cyber-Accessibility_0.pdf

d. The organization should establish an internal 
team to support cyber crisis management 
in advance. The cyber management team, 
headed by the director of the organization, 
must include people with specific technical, 
legal, public relations, administrative and other 
expertise. Organizations that are incapable 
of managing a crisis independently can hire 
external services, but a sufficient level of 
control must be retained at the level of internal 
management.

e. In view of the speed with which a cyber 
incident can develop and its huge potential 
damage to the organization, it is advisable to 
define in advance a process and decision-
making process for when incidents occur.

cyber crisis management teams
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f. To facilitate dealing with cyber incidents, all 
the interfaces and communication methods 
the crisis management team requires at 
every stage should be outlined in advance 
– internally and with regards to external 
elements (including contact information for 
holidays/festivals etc.). Below is a typical 
interfaces chart:

g. To minimize collateral damage from a cyber 
incident, it is important to be familiar with external 
stakeholders that may have to be contacted 
during a crisis (for example, cyber service 
providers, government ministries/authorities, 
public relations elements, members of the Board, 
and so on). Ensure that these stakeholders are 
identified in advance and link with them in the 
case of an incident:

1. Be familiar with the official national 
bodies in the cyber field and their areas 
of responsibility and report the incident 
accordingly (for example : CERT ,Police , 
etc) 

2. To minimize the damage caused by a cyber 
incident to other entities, it is important 
to notify them as soon as possible if the 
incident could have wider implications (for 
example if there is a supra-organizational 
structure, or if the organization is part of a 
supply chain connected to other entities).

h. It is very important to train the team and 
carry out annual exercises to maintain its 
preparedness.

i. It is important to define work procedures 
to avoid errors (what can be deleted, 
disconnected and how…). These procedures 
are vital to avoid damaging legal evidence (as 
defined by law) for various purposes:

1. Suspicion of criminal acts – the police must 
carry out (forensic) investigations to reveal 
the attacker. 

2. To minimize damage to the organization 
after the incident – legal stakeholders might 
take legal action against the attacker or 
anyone who was negligent.

IR Team

Elements 
inside the 

organization

Parent 
company

Law 
enforcement

External 
assistants

National 
CERT

Internet 
providers

Internet 
providers

Spokesperson/
media relations 

team

Cyber Crisis 
Management Team
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a. The cyber crisis management team needs 
experts to investigate a cyber incident from 
a technical perspective and to assist in 
assessing the damage. This is the IR team, 
and it can be part of the organization or a 
service hired from an external professional 
body. 

b. The organization must be familiar with and 
implement an organizational cyber defense 
methodology to ensure that the organization’s 
protection base is implemented and that there 
is a network and information protection policy.

c. It is particularly important for the organization 
to map its core processes and the essential 
cyber assets that support these processes 
and manage their risks. This requirement, 
which is also the foundation of the National 
Cyber Concept for Crisis Preparedness, 
enables the IR team to act quickly, efficiently 
and effectively to contain the incident and 
assess the (potential) damage. 

d. It is important to define the areas/fields in which 
the IR team can act, as well as identify those 

areas which could restrict their effectiveness, 
and define them as off-premise. 

e. Principles for IR team interventions and 
relationships (both internal and external) 
should be defined in advance. The 
organization must delineate the IR team’s 
intervention stage-wise.

f. It is very important to designate one of the 
team members as a network content expert 
for the organization. This makes it possible 
to focus the team on providing the required 
technological background as the incident 
develops. This contact person should have 
a regularly updated operating file (in print), 
with all the information and data required by 
the IR team (as specified in the next section).

g. During routine operations, the organization – in 
advance and with the IR team - should create 
an operating file for the designated team. This 
file must contain the most critical information, 
including:

 Architecture, network topology, types of 
hardware, firewalls, routers, communication 

Preliminiary Preparations for IR experts 
integreation in the organization
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systems, and of course a map of the main 
organizational processes, plus contact 
information for crucial functionaries during 
an incident.

h. As far as possible, organizations should 
logically prepare their incident responses 
to assist the IR team in its work. Examples 
include collecting and saving logs from 
existing operating and data security systems, 
recording and saving all network traffic, 
defining a listening port for connecting to the 
network traffic recording system, having the 
ability to distribute “agents” to workstations 
and servers, etc.

i. It is important to define internal work procedures 
for the organization’s IT staff in the event of 
a cyber incident, in order to avoid mistakes 
that could make it harder for response teams 
to react optimally (for example, whether to 

disconnect networks, whether to run cleaning/
anti-virus tools, etc.).

j. It is very important to maintain the IR team’s 
basic fitness during routine operations, with 
periodic updates to intelligence, awareness 
of new attacks and technological capabilities, 
regular exercises and simulations, and the 
study of “near misses”, aimed at learning 
lessons from incidents that did not materialize.

k. Organizations should conduct a general 
exercise at least once a year.

l. Ensure information management processes 
are in place, including drawing lessons 
from incidents. 

m. It should be stressed that the national 
CERT is available to provide telephone 
assistance at every stage of the incident.
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These recommendations are the minimum 
requirements for a high-quality IR team. 
Recommendations fall into the following 
categories: personnel, tools and technology, work 
methodology, and knowledge of the organization. 
They also include rules of thumb for the SLA and 
interfacing with organizational spokespeople. Of 
course, other specific knowledge in specific areas 
is required to optimize the IR team’s capabilities.

a. Personnel requirements

1. Appoint an incident leader for each team to 
collect all the data and produce a situational 
picture for all interested parties, inside and 
outside the organization.

2. Team members should have the knowledge 
and skills 

a. To collect data – such as recording network 
traffic, cloning drives, dumping RAM, , 
collecting logs, etc.

b. To analyze and filter data that can assist in 
deciding whether the occurrence at hand 
is indeed a cyber incident.

c. To make changes to block or remove 
malicious activity from the systems.

3. In addition, other content experts should 
be available to join the team as necessary, 
depending on the complexity of the situation: 
experts in reverse engineering and malware 
analysis.

4. It is important to consider these criteria for an 
IR service provider:

a. Are the team members qualified for 
cyber investigation or other international 
demands ?

b. Can the company comply with an SLA  4 
hour benchmark for on-site presence of 
the preliminary team?

c. Does the company comply with the law 
of  evidence, as prescribed by the legal 
authorities?

d. Does the company have experts on 
malware analysis and reverse engineering?

b. Recommendations for tools/technologies:

1. The team experts require a technological 
“toolbox” to handle the incident. The toolbox 
will include

a. Specific technical tools for the incident:

1. To “sniff out” network traffic.

2. To clone hard drives (disks) and copy 
files.

3. To perform a memory dump.

b. Tools to locate and analyze malicious 
activity by signatures, identifiers, behavior 
and anomalies – at the level of network 
traffic as well as in processes, memory 
and files.

c. Tools for forensic analysis of operating 
systems and the  display of actions 
performed.

d. Tools to retrieve and reproduce deleted 
data.

Requirements for a skilled and 
professional IR team/service
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2. It is important to consider these criteria for an 
IR service provider:

a. The ability to support 24/7 real time 
monitoring of the organization’s systems 
(whether on-site or remotely).

b. A commitment that the tools in use 
are “secure” and will not damage the 
organization’s infrastructures.

c. A description of the EDR product and 
deployment constraints.

d. Description of the network analytics 
product and deployment constraints.

e. Support for products in Windows-based 
operating systems.

f. Support for products in Linux-based 
operating systems.

g. Abil i ty to investigate Mac-based 
environments.

h. Duplications done according to a legally 
acceptable standard.

i. Technical equipment for analysis in field 
conditions and a mobile laboratory.

j. A back-office laboratory for advanced file 
analysis.

k. Ability to perform reversed engineering on 
files.

l. A report format to display findings and 
summarize activity at management level. 

m. A detailed and highly technical reporting 
format which includes all the activities 
performed as well as recommendations 
for action.
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c. Methodological requirements

1. Although each cyber attack is unique and the 
containment methods are different, the team 
must have an orderly work methodology to 
ensure quality and effectiveness – in order to 
limit incident duration, to minimize damage to 
the organization, and to reduce to a minimum 
the problems that remain to be handled by the 
crisis management team.

2. It is important to consider these criteria for an 
IR service provider:

a. Experience in handling significant cyber 
incidents in organizations/SMBs.

b. Summarize IR reports of suitable size for 
the organization.

c. A check of the company’s brief report 
to management of suitable size for the 
organization.

d. A check of the company’s methodology 
for handling IR incidents.

d. Requirements for prior experience with 
the organization

1. Cyber incidents develop rapidly and can 
spiral into crises. Previous experience with 
an organization helps an IR team limit the 
duration of an incident, contain it quickly and 
reduce the chances of it escalating into a 

crisis or minimize the severity of the crisis if 
one does occur.

2. It is important to consider these criteria for an 
IR service provider:

a. Does the company have prior experience 
with the organization’s network?

b. Does the company maintain a workstation 
portfolio?

c. Does the company maintain on-site 
investigation workstations?

d. How frequently does the supplier hold 
refresher meetings with the client?

e. Does the company perform a “site survey” 
to locate relevant logs and to optimize 
products in order to prepare for incidents?

f. Does the price quote include an initial bank 
of hours to handle suspicious incidents on 
an ongoing basis?

e. The SLA

1. The provider must define the manner and 
the timings of handling an incident, from the 
initial enquiry from the company to the arrival 
at the site and the start of on-site handling (for 
example, up to half an hour for a telephone 
response following an enquiry).
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2. The organization must define times for arriving 
at the site following an enquiry from the 
company or a decision that a team is required 
on-site (for example, up to 4 hours within a 
radius of 20 km from the company, or up to 6 
hours for a longer distance).

3. Due to the nature of cyber threats, it is 
necessary to define team availability. In the 
case of a high-risk incident, teams must be 
available 24/7 both in normal times and during 
general emergencies (examples to keep in 
mind include economic emergencies/wartime 
circumstances, etc.).

f. The interface between IR teams and 
spokespeople:

1. When managing a crisis due to a cyber 
incident, the subject of public relations and 
information regarding the incident and its 
implications for interested parties outside 
the organization is extremely important. 
The PR team relies on information received 
from the IR team. This information must be 
based on accurate data and describe what 
happened and how the organization is tackling 
the incident in both technical and corporate 
language. 

2. It is essential for IR teams to follow the 
organization’s PR policy and be familiar 
with the rules and constraints. It is vital 
to prepare a procedure for working and 
reporting in the media relations and PR fields, 
including reporting to shareholders, directors, 
government authorities, the media etc. 

3. The IR team must define a single contact 
person who will coordinate all information to 
be passed on to external stakeholders and 
spokespeople.

4. To assist spokespeople, the IR team must 
submit a preliminary report as quickly as 
possible after discovering the incident (rule 
of thumb – 12 hours) and supply subsequent 
reports on a regular basis (rule of thumb – 
every 24 hours until the incident is contained).

5. To prepare for reporting, the IR team should 
draw up in advance a structured list of 
information to be provided on a regular basis. 
This may include the following:

a. Initial findings (how the attack occurred, 
a scenario of the attack and penetration, 
whether the attacker’s identity is known, 
which systems were affected, the nature 
of the damage).

b. What happened? When? Did the data 
security systems fail? Did the security 
systems identify the attack? How did 
they react?

c. What steps have been taken to contain 
the incident and prevent it from 
spreading?

d. How long will it take until services 
resume operation?

e. Has organizational information been 
damaged? Which information?
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